SECURITY INSTRUCTIONS FOR
USING ONLINE BANKING

1. Principles of safe behaviour on the Internet
and in Internet Banking (hereinafter referred to
as llIBll)

v Make sure you are on the official
website of the company.

v' We are only able to ensure your security
on our official site by encrypting your
communications.

v Please only log in to online banking via
the official website.

v" For more

information, please visit

https://www.paymont.eu/

1.1 Passwords - basic security instructions

v" Do not write down your password, do
not disclose it to others and change it
regularly.

v A secure password should not contain a
commonly used word,

name, your

personal data, etc. Choose a
combination of alphanumeric characters
to create a secure password.

v' Do not disclose your online banking
password to anyone over the phone or

by email.
1.2 Internet banking - basic security instructions

v Please log in to Online Banking only via

the official website

https://ib.paymont.eu.
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BEZPECNOSTNiI POKYNY PRO
UZIiVANI INTERNETOVEHO
BANKOVNICTVIi

1. Zasady bezpecného chovani na internetu a v
internetovém bankovnictvi (dale jen ,,1B“)

v' Ujistéte se, 7e se nachdzite na oficidlnich
strankdch spolec¢nosti.

v' Va$i bezpelnost jsme schopni zajistit
pouze na nasich oficidlnich strankach, a
to diky Sifrované komunikaci.

v Do
pfihlasujte pouze ptes oficidlni webové

internetového bankovnictvi se
stranky.

v' Dalsi informace najdete na strance
https://www.paymont.eu/

1.1 Hesla - zakladni bezpecnostni pokyny

v' Heslo si
neprozrazujte ho dalSim osobam a

nikam nezaznamenavejte,
pravidelné jej ménte.

v" Bezpeéné heslo by nemélo obsahovat
béZné pouZivané slovo, jméno, vase
osobni Pro vytvoreni

udaje apod.

bezpeéného hesla zvolte kombinaci

alfanumerickych znaka.
v' Pfistupové heslo do internetového
bankovnictvi nesdélujte nikomu po

telefonu, ani nezasilejte e-mailem.

1.2 Internetové bankovnictvi - zakladni

bezpecnostni pokyny

v Do internetového bankovnictvi se
pfihlasujte pouze ptes oficidlni webové

stranky https://ib.paymont.eu.
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v

Please follow the security instructions
regarding your access data or your
passwords.

Do not lend your mobile phone to

anyone and do not leave it unattended.

1.3 General information, e-mail communication

v

v

PAYMONT? NEVER requires a password
for Internet Banking.

PAYMONT does NOT send password
change information by email, nor does it
EVER requires any other authentication
via e-mail.

PAYMONT wuses the email address
support@paymont.eu to communicate
with you.

PAYMONT NEVER sends links to the
online banking login pages.

PAYMONT NEVER requires the client to
send or confirm their identification,
disclose of a password or PIN for a credit
card.

1.4 Mobile phones

v

PAYMONT NEVER sends any security or
other certificates to a client's mobile
phone that you would have to install.
PAYMONT NEVER asks for certificates or
security applications to be installed on
mobile phones.
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v" Dodriujte bezpeénostni zasady tykajici
se Vasich pristupovych udaji nebo
hesel.

v" Nikomu Nepujéujte svij mobilni telefon
a nenechdvejte ho bez dozoru.

13 Vseobecné informace, e-mailova
komunikace

v" Spoleénost PAYMONT? po Vas NIKDY
nevyZaduje heslo do internetového
bankovnictvi.

v Spole&nost PAYMONT NEZASILA udaje o
zméné hesla e-mailem, ani NIKDY
nepoZaduje jiné ovéreni prostrednictvim
e-mailu.

v Pro korespondenci s Vami vyuZiva
spolecnost PAYMONT adresu
support@paymont.eu.

v" Spoleénost PAYMONT NIKDY nezasild
odkazy na stranky slouzici k pfihlaseni do

internetového bankovnictvi.

v" Spoleénost PAYMONT NIKDY nevyZaduje
zaslani nebo potvrzovani identifikace
klienta, sdéleni hesla nebo PIN kédu k
platebni karté.

1.4 Mobilni telefony

v" Spoleénost PAYMONT NIKDY nezasila na
mobilni  telefon klienta zadné
bezpecnostni ani jiné certifikaty, které
byste museli instalovat.

v" Spoleénost PAYMONT NIKDY nezada o
instalaci certifikat( nebo
bezpecnostnich aplikaci v mobilnich
telefonech.
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2. Basic information about the security of your
computer

v" Make sure your internet browser is up-
to-date.

v' Use anti-malware programs, i.e. anti-
virus software, etc.

v Update your operating system regularly.

v" Do not download suspicious programs,
illegal copies (warez) or applications
enabling illegal use of programs (cracks).

v" Protect your computer from
unauthorized interference by
unauthorized persons.

v" The use of file sharing programs (P2P,
torrents) is a security risk and should be
associated with increased vigilance.

v' If possible, use a strong password or
other standard method such as
fingerprint or hardware keys to log in to
your computer.

2.1 Mozilla Firefox internet browser

If you use Motzilla Firefox for your work, here is
one of its secure settings:

v Click on the menu button = and select
Settings.

v Go to the Privacy and Security section.

v" From the drop-down menu next to the
text Browsing history, choose to Use
custom setting for history

v Uncheck the Remember search and form
history option.

v" Close the page. Any changes you have
made will be saved automatically.

Turn off the password management feature:

By default, Firefox offers to remember
usernames and passwords. How to change this
setting:
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2. Zakladni informace k bezpecnosti vaseho
pocitace

v

v

Provadéjte  pravidelné  aktualizace
Vaseho internetového prohlizece.
Pouzivejte programy proti malwaru, tj.
antivirovy software apod.Provadéjte
pravidelné aktualizace Vaseho
operacniho systému.

Nestahujte podezrelé programy,
nelegalni kopie (warez) ¢i aplikace
umoznujici nelegalni vyuzivani
programU (cracky).

Chrante sv(j pocitac pred
neopravnénymi zasahy cizich osob.
Pouzivani programi ke sdileni soubor(
(P2P, torrenty) je bezpeénostnim rizikem
a mélo by byt spojeno se zvySenou
ostraZitosti.

Pro prihlaseni k Vasemu pocitaci
pouzivejte pokud mozno silné heslo,
nebo jinou standardni metodu jako je
otisk prstu nebo hardwarové klice pro
prihlaseni.

2.1 Internetovy prohlize¢ Mozilla Firefox

Pokud pro svou praci pouZivate prohlize¢ Mozilla

Firefox, zde uvadime jednu z moznosti jeho

bezpecného nastaveni:

v

Kliknéte na tlacitko nabidky =a zvolte
Nastaveni.

Prejdéte do sekce Soukromi a
zabezpeceni.

Z rozbalovaci nabidky u textu Historii
prohliZeni zvolte ukladat podle vlastniho
nastaveni.

Zruste zaskrtnuti volby Pamatovat si
historii hleddni a formuldri.

Zaviete stranku. Vsechny provedené
zmény budou automaticky uloZeny.

Vypnuti funkce spravy hesel:
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1. Click the menu button and select
Settings.

2. Go tothe Privacy & Security section and
find the Login and Passwords section.

3. If you want Firefox to stop saving
usernames and passwords on all sites,
uncheck the Ask to save logins and
passwords for websites.

For information on updating (usually
automatically) and the latest browser versions,
please visit  https://www.mozilla.org  or
http://www.mozilla.cz.

2.2 The Windows operating system in general

Users of the MS Windows operating system are
advised to follow the Windows Security
warnings and information, or visit
https://www.microsoft.com/en-gb/security or
https://www.microsoft.com/cs-cz/security and
follow the recommendations published there.

3. User Support

In case of any questions from clients regarding
security, and also for reporting suspected
security breaches or fraudulent behaviour, call
centre staff are available to assist clients by
email at support@paymont.eu or by telephone
at +370 627 51 117, who will provide assistance
or advice on information security or arrange for
assistance from PAYMONT's security manager.

In the event that acute new threats are
identified, the PAYMONT Security Manager
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Ve vychozim nastaveni Firefox nabizi
zapamatovani uzivatelskych jmen a hesel. Jak
toto nastaveni zménit:

1. Kliknéte na tlacitko nabidky =a zvolte
Nastaveni.

2. Prejdéte do sekce Soukromi a
zabezpeceni a najdéte ¢ast Prihlasovaci
udaje.

3. Chcete-li, aby si Firefox prestal ukladat
uZivatelskd jména a hesla na vSech
webech, zruste zaskrtnuti volby Ptdt se
na ukldadani prihlasovacich udajii.
Informace o aktualizaci (vétSinou

probihd automaticky) a nejnovéjsich

verzich prohlizeCe se dozvite na

strankach https://www.mozilla.org

nebo http://www.mozilla.cz.

2.2 Operacni systém Windows obecné

UZivatellm operacniho systému MS Windows
doporucujeme sledovat varovani a informace

aplikace  Zabezpeceni Windows, pfripadné

navstivit webové stranky

https://www.microsoft.com/en-gb/security

nebo https://www.microsoft.com/cs-cz/security

a fidit se zde publikovanymi doporucenimi.

3. UzZivatelska podpora

V pfipadé, Ze ma klient jakychkoli dotazy
ohledné bezpecnosti nebo v pripadé, Ze hodla
nahlasit podezfeni na naruseni bezpecnosti nebo
na podvodné jednani, jsou klientdim k dispozici
centra na e-mailu

pracovnici call

support@paymont.eu nebo na telefonu
+370627 51117. Tito pracovnici

asistenci

poskytuji

nebo rady v oblasti bezpecnosti

informaci, pfipadné zajisti  soucinnost
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alerts clients via the Internet Banking portal of | bezpecnostniho manazera PAYMONT.
the danger and the appropriate measures.

V ptipadé, Ze jsou identifikovany akutni nové
hrozby, bezpecnostni manazer PAYMONT
prostfednictvim portalu internetového
bankovnictvi upozorni klienty na nebezpeci a na
vhodna opatreni.
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